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Cisco ISE SSL Z#tiErs

PIE 1. FREYSSL iEH
1. SSLiEHES@EIHHEFRARF. BPWe@idE NAFHFOIRE SSL ik,
2. 5EEBARRRYIESXE FIFHFNEE] Vi 3 Notepad F TXT XA 4RiE2s,

IEBIEXCHIBIF:

3. X4 F# SSLCert.cer,

$ I 2: FT# Intermediate CA ifH

1. B 5EE T Intermediate CA iEH,

EFFEFIREY SSLIEFIESBY Intermediate CAIEH,
2. E%l Intermediate CA FH#4MEZE Notepad TEM TXT XA&LRiESS, FHIEXEHEF™~A

intermediate.cer,

HB 3. RESSLIEH
1. i%&#F Administration > System > Certificates,

2. M Certificate Operations Sfi&1&H, = Local Certificates,


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=AR657

A BiAIE RSN T &, 15%F Administrative > System > Server

Certificate,
3. %# Add > Import,
4. Import Local Server Certificate TEIS S E RN T:

L% £

Administration v €3 (% ISE Workflows ¥

553: System .i';'i Identity Management i Metwork Resources. Ejl‘ Guest Management

Deployment Licensing Certificates Logging Operations Admin Access

Settings
Certificate Operations :\i | | Local Certificate List = Add Local Certificate
( o ¥ Import Server Certificate
& E = b Certificate

) Local Certificates

* Certificate File | Ccerts\1024\Cert-1024.cer [[Browse.. |
) Outstanding Signing Requests -
8 oosts ustonty Cutioston Private Key File |Chcerts\102411024 key

Password | sssscsce

Protocol
EAP: Use certificate for EAP protocols that use SSL/TLS tunneling
Management Interface: Use cetificate to authenticate the web server (GUI)

Override Policy
A certificate being imported may be determined to already exist in the systemwhen it has either the same
Replace Subjector lssuer and serial number as an existing certificate. In such a case, selection of the "Replace

Certificate Certificate” option will allow the certificate contents to be replaced while retaining the existing protocol
selections for the certificate.

o || GaE=

[« Y

€} Help | Alarms @0 40 @0

5. i Browse EFIER XM, UKETER PN SENRZHMA.
6. WRMAEWME, WNELEE,
7. 7% Protocol TiE:
o )%k EAP EEAELAGE A EIEBAY EAP il LARAIA Cisco ISE T35

e %k Management Interface EiRE LU LEIEBIGIE Web ARSS28 (GUD) o

A RE =% Management Interface, FARTE CN 4228 Certificate Subject 15 EIE

PHTLEE, BWREFZKK.

8. £ Override Policy %1, 3% Replace Certificate UERZRIEPRBEMEIES,




A MMNMRIEBAESUEIERHERLTANBEENES, ERSHMAABRIESR, ik
BRA T EFMEBHNAR, BEREIEBMIN.

9. RERIUSANZHIES,
A NRIFBIEBFNFHEE Cisco ISE T, RUMERFRIRAVHiBN Cisco ISE Tim A
EHARBIEZ Cisco ISE o BEMAMBLITRE (CLD HMAUTHES UERIREVIHENT
=%
a. application stopise

b. application start ise

F$I 4. L2 Intermediate CA EH

1. % Administration > System > Certificates,

N

EAME Certificate Operations SfEMEH, i Certificate Authority
Certificates.
3. Certificate Authority Certificates TiEF = E W,

4., =i Add,

i

Import Trusted CA (Certificate Authority) Certificate REE SR TF:



Hiagn p-
'c||sclo Identity Services Engine Positron  admin  Log Out  Feedback

fy Home Nonitor v Policy v ﬂ ofs ISE Workflows ¥

ofoSystem | R Identity Management = il Network Resources | [28) Guest Management

Deployment Licensing Cettificates. Logging Operations Admin Access Seftings

lﬁ‘ Trust Certificate List = Import Trust Certificate

Certificate Operations
Yo v Import a new Trusted CA (Certificate Authority) Certificate
e =% =
Certificate File |Chcens\ISE2CA.cer

% Local Certificates

) Outstanding Signing Requests Trustfor client with EAP-TLS

¥ Certificate Authority Certificates Description [

Submit || Cancel

) [v]
[« ] B
€3 Help | Alarms @0 40 @0

=i Browse I TIRE P RYRI ST 28HY CA IEFo

NRREB IR AT B EAP-TLS thilRYEEFIKR, BRI Trust for client with
EAP-TLS 3T,

7 90X Trust for client with EAP-TLS B E# 3%, 1EHIA keyUsage I BEETR,
[EBY keyCertSign Bi&E, UMK basic constraints # BB 218 CA IiEIREN
trueo

MAER (B13E) o

RERRZURT CAIEH,

A MRIRBIERSNIRIEE Cisco ISE T, RUMEBIRAIEHEBD Cisco ISE TIm 1L

EIZIREYEZE Cisco ISE TiRo IBEAMLITIRE (CLD) BMALUTESUERIREVEHEET

a. application stop ise

b. application startise



10. EREENIE BB EBERETE, JEA Symantec BIEBINETHE,


https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Cisco ACS 3.2 SSL X358

$B 1: F#H Intermediate CA ifH

3.

@it EE T Intermediate CA iF$,

EEMIRAY SSLIEPFESHY Intermediate CA iEH,

4. E4 Intermediate CA H#5MEZE Notepad SEfth TXT XA 4miEes, HIDXHFFER

intermediate.cer,

SR2. RECAIES

1.

2.

3.

ESMZE, =i System Configuration,

s i ACS Certificate Setup.

=i ACS Certification Authority Setup.

CiscoSecure ACS 7% Cerification Authorities Setup Tl F&7% CA Operations 73,
£ CA Certificate —#=F1, HIAFREY CA IEPHISEEBE UK B

EXFH I A intermediate.cer,

RS

PIE 3: FREYSSL iE$H

4.

5.

SSLIEPR @S RARAF. AR EAETENAFFOIREX SSLIEH.

TEHBER MR AY IE X E I #EMEF) Vi 5% Notepad Z TXT XZAR4wIEES,


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=INFO657

IEBIEXCHIBIF:

6. EIEBFEA .cer XK,

BB A: BESSLIUEH

1. ESAZE, =i System Configuration,

2. =i ACS Certificate Setup,

3. m=if Install ACS Certificate,

4. CiscoSecure ACS & E7R Install ACS Certificate TIES,

5. EXMFIEmAIESE Read certificate, #A/G7E Certificate IR NIEBXHFRISTTERKEZF
LA S #Ro

6. 1f Private Key =77, RIAFAEANHRISER BRI AR X H B o

7. 7£ Private Key Password #2747, (i AFATAREERD,

8. =R

9. ERNWENIIPEREEMRE, 1BEM Symantec WIEPIHETE,

Cisco

MAEZ1FE, 1\HHE Cisco FARM L,



https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp
http://www.cisco.com/c/en/us/support/index.html

Cisco Secure ACS 4.2 SSL &5

S 1: REXSSLIEH
1. SSLIEBF=@ImtRLaAr. AP ta@dENAAFOIRE SSLEH.

2. IHIEEEBRRYIE X E HIFHFNEE Vi 3 Notepad & TXT XA&4miE23.

IEBIEXHIBIF:

3. BXHRTEA SSLCert.cer,

$H 2. F# Intermediate CA ifH

o

BT 55 T & Intermediate CA iE,

WEERFNVRAY SSLIEFIESH Intermediate CA IEH,
6. £l Intermediate CA F#4MEZE Notepad IEM TXT XA&4RiESS, FHIEXEHEFMEA

intermediate.cer,

S 3. BIEBHM CAIEBEEFIE ACS M
1. £ ACS N EBIE— \certs BR,

2. FEDOS &H<TE .
3. WAUTHESUSIBIERER:

mkdir <selected_drive>:\certs


=

7 “selected_drive” ENEHBHRIfERRIXKENZS,

4. BTIIXH GEfl) EFHE \certs BRo

ACS-1.nac.cisco.com.cer (server SSL certificate)
ACS-1.PrivateKey.txt (server certificate private key)

ca.nac.cisco.com.cer (CA certificate)

F B’ 4. %8 ACS Certification Authority
1. {R%F T2 Root CAIEF LA E ACS Certification Authority.

2. TSR, =i System Configuration,
System Configuration TWERF = H .

3. m|if ACS Certificate Setup,
ACS Certificate Setup TTE¥ = E W,

4. i ACS Certification Authority Setup.

ACS Certification Authority TWENS = BR80T :

ACS Certification Authority Setup

CA Operations ? j

Add new CA certificate to local certificate storage

CA certificate file 5\ca.nac.cisco.com.cer

5. BN CAIEBHFHBEREURX AR ER TR,

6. EJF ACS,


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=SO4785

764 System Configuration > Service Control #A/5 5 Restart &/ ACS.

FB5: mEIEBEESE
7 TEi%E ACS Certification Authority f§, R&Z38 CA IEBINAN ACS IEBERETIER.

1.

ESA=ZE, =i System Configuration.

System Configuration WEE 2B,

1%64% ACS Certificate Setup > Edit Certificate Trust List,
Edit Certificate Trust List WERE=H M,

FIEFFIERF, RIRRERER CAIEF,

RERR.

TAREE ACS,

76#% System Configuration > Service Control #A/5 5 Restart =/ ACS.

S 6: L Intermediate CAEH

1.

17e$¥ System Configuration > ACS Certificate Setup > ACS Certification Authority

Setup.

ACS Certification Setup TEIE = B0 :

ACS Certification Authority Setup

CA Operations 2 \‘

Add new CA certificate to local certificate storage
CA certificate file |c:\Certs\ca.cer]



2. £ CAcertificate file XFIHEF, N CAIEPHEEFREMNXERZ; Fi:

c:\Certs\ca.cer,

3. RER3.

SRT. RESSLIEF

1.

2.

3.

ESMZE, =i System Configuration,
System Configuration TRERE = HE M,

=i ACS Certificate Setup,

M= Install ACS Certificate,

Install ACS Certificate WE SR T

Install new certificate ' ? ]

¢ Read certificate from file

Certificate file [C:\Certs\server.cer

" Use certificate from storage

Certificate CN |

Private key file ]C: Certs\server.pvk

Private key password [****|

#$% Read certificate from file £,

7£ Certificate file XF1EE, WMNIEPHEFREMXMGE; Fl: c:\Certs\server.cer.
7£ Private key file XF1EE, WATHIEBHEFRENXXHGSE; 6
c:\Certs\server.pvk.

7E Private Key password XFHEE, BATAIAER, Bl: ciscol23,

R,



9. ACSREETIEREMNRENHEE, ARIETIRER ACS iR,
10. EJ3 ACS, i%#F System Configuration > Service Control #A/5 =i Restart £/3
ACS.

11. EREERIEPREEEBEMETE, 15EMA Symantec WIEHINETE,


https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

FSHBSITREEE Cisco ASA 5000 SSL iFHB¥5r

PIE 1. FREYSSL iEH
7. SSLiIEBRE=B It LLER, ARWeHESENBEPHCOIRER SSLIEH,
8. 5EEBABAYIE X EFIFHFNEE] Vi 3 Notepad F TXT XA 4RiE2s,

IEBIEXCHIBIF:

9. HEIEPFEA SSLCert.txto

$ I 2. FT# Intermediate CA iFH

7. @t EEETE Intermediate CA IEH,

EFFEFIREY SSLIEFIESBY Intermediate CAIEH,
8. &%l Intermediate CA FH#4MEZE Notepad T EM TXT XA&LRiE2S, HIEXEHEFHA

intermediate.txt,

N

2 3: 2% Intermediate CA IEHBZE Trustpoint

1. E<1THE, WAMUTES!

ciscoasa(config)#crypto ca authenticate <Trustpoint name>.Trustpoint


=

2. RE2WIRT  “Enter the base 64 encoded CA certificate. End with theword “quit”
on aline by itself” ,
3. Fi@ intermediate.txt, IBABEFIEHMEERSITRE.

4. AT "BEGIN CERTIFICATE" #1 "END CERTIFICATE" {9 FF kMLEE,

{5
Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself

MIIEODCCBDmgAwIBAgIQJQzo4DBhLp8rifcFTXz4/TANBgkqhkiGOWOBAQUFADBf
MQswCQYDVQQGEwJVUzEXMBUGA1UEChMOVmVyaVNpZ24slEluYy4xNzA1BgNVBAs
T

LkNsYXNzIDMgUHVibGljIFByaW1lhcnkgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkw
HhcNMDYXMTA4MDAwWMDAWWhCcNMEXMTA3MjM10TU5W|CBy;ELMAKGAIUEBhMCVV
Mx
FzAVBgNVBAOTDIZIcmITaWduLCBJbmMuMR8WHQYDVQQLExZWZXJpU2lnbiBUcnVz
dCBOZXR3b3JrMTowOAYDVQQLEzEoYykgMjAwNiBWZXJpU2InbiwgSW5jLiAtIEZv
ciBhdXRob3JpemVkIHVzZSBvbmx5MUUwQwYDVQQDEzxWZXJpU2InbiBDbGFzcyAz
IFBLYmxpYyBQcmltYXJSIENIcnRpZmljYXRpb24gQXV0aG9yaXR51C0gRzUwggEi
MAOGCSqGSIb3DQEBAQUAA4IBDWAwggEKAOIBAQCVJAgIKXo1nmAMqudLOO07cfLw8
RRy7K+D+KQL5VwijZIUVJ/XxrcgxiV0i6CqqpkKzj/i5VbextOuz/09+B1fs70Pb

ZmIVYc9gDaTY3vjgw2IIPVQT60nKWVSFJuUrjxuf6/WhkclzSdhDY2pSS9KPEHBR


j+XTGoasjY5rw8+AatRIGCx7GS4wJRYjaHROcDovL2xvZ28udmVyaXNpZ24uY29t
L3ZzbG9nby5naWYwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzABhhhodHRwOi
8v
b2NzcC527XJpc2lnbi5jb20wPgYDVROIBDcwNQYIKwYBBQUHAWEGCCSGAQUFBwWMC
BggrBgEFBQcDAWYJYIZIAYb4QgQBBgpghkgBhvhFAQgBMAOGCSqGSIb3DQEBBQUA
A4GBABMC3fjohgDyWvj4lAxZiGIHzs73Tvm7WaGY5eE43U68ZhjTresY8g3JbT5K
[CDDPLQ9ZVTGr0SzEKOsaz6rlwe2ulFjxfleLuUqZ87NMwwql4|WAyMfs7700ghZ

tOXFNfeKW/9mz1Cvxm1XjRI4t7miOViqH5pLr7rJjhJ+xr3/

quit

Manually pasted certificate into CLI.

INFO: Certificate has the following attributes:

Fingerprint: 323088262 2b 87 cf8856 c63d b8 73 df 08 53 b4 dd 27



5. —BiEx Intermediate CA P, FESWIRREREXIEE, BE” Yes” .

Do you accept this certificate? [yes/no]: yes

Trustpoint <name of Trustpoint> is a subordinate CA and
holds a non self-signed certificate.

Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

ciscoasa(config-ca-trustpoint)# exit

6. FFRB Trustpoint, FUUTHSRE_RKIEP:

ciscoasa(config)#crypto ca authenticate <Trustpoint name>.Trustpoint

7. fRESMIRT “Enter the base 64 encoded CA certificate. End with the word “quit”

on a line by itself” o

PB4 RESSLIEDH

L AT EABLTRE, RRALTRES:



ciscoasa(config)#crypto ca import <Trustpoint name>.Trustpoint certificate

. {RIEIET  “Enter the base 64 encoded CA certificate. End with the word  “quit”

on a line by itself” o

. FREDSE 1 612/ SSLCert.txt, BABLREREHMERLITNHE,

. T "BEGIN CERTIFICATE" #1 "END CERTIFICATE" fEAF LML,

A WMEBRIEASE, HIEREIES,

PENTLREEZ (FQDN) : <fREBEA Common Name>

Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself

MIIFZjCCBE6gAWIBAgIQMs/oXuu9K14eMGSfOmYjfTANBgkqhkiGOwWOBAQUFADCB
yzELMAKGA1UEBhMCVVMxFzAVBgNVBAoTDIZlcmITaWduLCBJbmMuMTAwLgYDVQQ
L

EydGb3IgVGVzdCBQdXJwb3NIlcyBPbmx5LIAgTm8gYXNzdXJhbmNIlcy4xQjBABgNV
BASTOVRIcm1zIGO9MIHVzZSBhdCBodHRwczovL3d3dy52ZXJpc2lnbi5jb20vY3Bz
L3RIc3RjYSAoYYykwNTEtMCsGAL1UEAXMkVmVyaVNpZ24gVHJIpYWwgU2VjdXJIFNI
cnZlciBUZXNOIENBMB4XDTA3MDcyNjAwWMDAWMFoXDTA3MDgwOTIzZNTk10Vowgbox
CzAJBgNVBAYTAIVTMRcwFQYDVQQIEw50b3J0aCBDYXJvbGluYTEQMA4GA1UEBXQH
UmFsZWInaDEWMBQGALUEChQNQ2IzY28gU31zdGVtczEOMAWGALUECXxQFVFNXRUIx

0jA4BgNVBAsUMVRIcm1zIGImMIHVzZSBhdCB3d3cudmVyaXNpZ24uY29tL2Nwcy90



ZXNOY2EgKGMpMDUxHDAaBgNVBAMUE2Npc2NvYXNhMS5jaXNjby5jb20wgZ8wDQY
J

KoZlhveNAQEBBQADgYOAMIGJA0GBALS6EvorHHIsIB/VRKaRlJeJKCrQ/9KER2JQ
9UOKUP3mVPZJtYN63ZxDwACeyNb+lildkUegJWHIOMz3GHqcgEKKW1EcrO+6aY1R
laUE8/LIAZbAT0+k/9Z/UR+v532B1nDRwbx1R9ZVhAJzA1hJTxSIEgryosBMMazg
5lcLhgSpAgMBAAGjggHXMII1B0zAJBgNVHRMEAJAAMASGA1UdDwWQEAwWIFoDBDBgNV
HR8EPDA6MDigNgAOhjJodHRwOIi8vU1ZSU2VjdXJILWNybC52ZXJpc2lnbi5jb20v
U1ZSVHJpYWwyMDA1LmNybDBKBgNVHSAEQzBBMD8GCmMCGSAGG+EUBBXUwWMTAV
Bggr
BgEFBQcCARYjaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNOY2EwHQYD
UmFsZWInaDEWMBQGALUEChQNQ2IzY28gU31zdGVtczEOMAWGALUECXQFVFNXRUIx
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBWEBBGwwajAkBggrBgEFBQcwAYYYaHROcDov
L29jc3AudmVyaXNpZ24uY29tMEIGCCsGAQUFBzAChjZodHRwOIi8vU1ZSU2VjdXJl
LWFpYS52ZXJpc2lnbi5jb20vU1ZSVHJIpYWwyMDA1LWFpYS5jZXIwbgYIKwYBBQUH
AQwEYjBgoV6gXDBaMFgwVhYJaW1hz2UvZ2ImMCEwHzAHBgUrDgMCGgQUS2u5KJY
G

DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24uY29tL3ZzbG9n
bzEuZ2ImMAOGCSqGSIb3DQEBBQUAA4IBAQANYymM4GVThPIlyL/9yIDBd8N7/yW30v3
blirHfHJyfPJ1znZQXyXdObpZkuA6Jyu03V2CYNNDomn4xRXQTUDD8q86ZiKyMiIj
XM2VCmcHSajmMMRyjpydxfk6CIdDMtMGotCavRHDIT2tvwgrBock/v/540021kB
SmLzWTcrlYJEuhgqu3Pz7gNRA8NOUN6c9sbwQ1BuM99QxzlzdAo89FSewy8MAIY
rtab5F+0iTc5xGy8w7NARAfNgFXihgnLgWTtA35/0Wuy86bjellWbeyqj8ePMITd

OLdAwW6KUU1PNimPttMDhcF7cuevntROksOgQPBPx5FJSqMiUZGrvju50



quit

INFO: Certificate successfully imported

ciscoasa(config)#

S 5. REFEARE SSLIEFHAIZEOM Trustpoint

1. fEALATIE<EH Trustpoint:

ciscoasa(config)#ssl trust-point <Trustpoint name>.Trustpoint outside

ciscoasa(config)#wr mem

Building configuration...

Cryptochecksum: 694687al f75042af ccc6addf 34d2cb08
8808 bytes copied in 3.630 secs (2936 bytes/sec)

[OK]

ciscoasa(config)#

S 6. WIFIFBHIIEH 5

1. BN TESEIERNIR L EAIES



ciscoasa(config)#show crypto ca certificates

2. {RATLAER Symantec BYIEPIOE T E,


https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Cisco ASA 5510 SSL iF B &EIER

P8 1: T#H Root CAIEHAH Intermediate CA i
. BH{#EH CiscoASDM 6.3 3 6.1, {RAZNTEAERL RSA A2 B %24 Root # Intermediate

CAEF,

1.

2.

=itk FE; Root CA IEH,

smF Itk TE Intermediate CA IE+H.

EEMIRAY SSLIEPFESB Intermediate CA IEH,

FHI ). L3 Root CAIEH

1.

7£ ASDM 2, s=if Configuration > Device Management,

=i Certificate Management > CA Certificates,

R “Add” .

=i Paste Certificate in PEM Format > Root CA i BHMEE X FIEE,
REREIESR.

SHEERZEI, ERIEPEMRIIRE,

$ I 3: L2 Intermediate CA iEH

1.

£ ASDM B, i Configuration > Device Management,
mif Certificate Management > CA Certificates,
E‘\\i “Add” o

mifi Paste Certificate in PEM Format > Intermediate CA iE BHLE X FIEE,


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&id=SO4785&actp=search&viewlocale=en_US
https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=INFO657

5. REREIED,

SFERZEI, EREPEMIIRE,

FB A FREYSSL iEPH
10. SSLIEPEE =Bt LB F. BPWa@ESENB P H0IREX SSLIEH,
11. 5B B BRI AYIEXX EHIFHAENEE Vi 3% Notepad F TXT XAS4wiE25,

IEPIEXRIHIF:

12. HSTH 77445 SSLCert.pem,

FES5: RESSLIEH

1. s Configuration > Device Management.

2. =i Certificate Management > Identify Certificates,

3. EERPEIENIRIR (BEABRREET Pending) o

4, RE “BE

5. =i Paste the certificate data in base-64 format > ILEBEHIFHMMEHE,
6. mifi “REUH .

SHEERZHI, ERIEBEMIILE.



SR 6. BoE SSLIEF

—

. =i Configuration > Device Management,

2. JEFf Advanced, PAJS/EFF SSL Settings.

3. 7% Certificates BTN T, 1L 45 WebVPN B H,
4. EEF G o

5. 7% Certificate B95IRA, FEEIRNIZLEER SSLIEF,
6. =& “OK” .

7. =iE “MA” .

8. REVIERRIZEEMRAI ASA BBUE,

9. ZNVRETMIEIPEREBEMRE, BEMA Symantec MIEBHET E,


https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Cisco ASA 5520 SSL 15

$B 1: F#H Intermediate CA ifH

9. BT ILEEEE T4 Intermediate CA IEH, EFEFMIREY SSLIEHIEEH Intermediate CA

IEFo

10. £l Intermediate CA H#5M5ZE Notepad SHEAM TXT XA4Ri82s, HIEXHE—A
intermediate.crt,

11. 7¥/3 Cisco ASDM E#R, 7£ Remote Access VPN BIEIEE, 1£ Configuration iEIN

T, EFF Certificate Management #A/5 = CA Certificates.


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=INFO657

% Cisco ASDM 6.3 for ASA

File Wi i indow  Help
2 I e
Han Gig_;qn_ﬁg!?!:ra[:_lup Monitaring | [ =] S5
Remote o 0 o=

i} Mebwark ( Client) Access

B: anyConnect Conneckion Profiles
EE}-- fnyConnect Customization/Localization
[T AnyConnect Client Profile

fnyConnect Client Settings

i} Crynamic Access Policies

3% Group Policies

[t fyp Address Assignment
- T, Aadvanced

£ 5 Clientless 550 YPN Access
gy AsaLocal Users
-2y Host Scan Setup

M
L1

Certificate

. A,

g - !

: Ef@ Code Signer
@ Local Certificate Autharity
Language Localization
-8B | nad Balancing
i@ DHCP Server

- B oS
I'_—'I% Advanced
----+§+ Connection Gateway
-8l 55L Settings
@ Cettificate bo 55L YPN Connection Profile Map
"85 HTTP Redirect
- Maximurn 550 YPN Sessions
EE}--% E-rnail Procey

12. =i Add 5

LaedTa I Tszied By | Expiry Date | Aszotisbed Trustports Lizage Il Add |

Shior Detedls I
Regquestichl I
Difae I




13. MIEPIEFE— Trustpoint Name (#0: intermediate.crt) , FA/G3%#F Install from

afile 3%&17, 3% Browse &k intermediate.crto SH%EIFP,

ﬁ Install Certificate

Trustpairt Mame: [PrimaryIntCh.ert

(% Install from a File: I

{ Paste certificate in PEM Format:

" Use SCER:

SCEP LRL: httpif} |

Retry Period; Il minutes

Retry Counk: IIII {Use 0 to indicate unlimited retries)

More Options., .. |

[ Inskall Certificate |] Zancel Help |

J

REE2BEREBYITEIRFMEER Trustpoint Name T,

B2 LESSLIUEH
13. SSLIEFE @I HE RLAF . A thalh@dENA P RO IRER SSLIEF,
14. 1E1BEB BRI IESCE HIFHAEMER] Vi 3 Notepad F TXT XA&LRiEES.

IEBIEXRIHIF:



15. #BIEBFRN txt XA,
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