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Installation Instructions for Cisco ISE

Step 1: Obtain the SSL Certificate

1. The Symantec certificate will be sent by email. The certificate is included as an
attachment (Cert.cer) and it is also imbedded in the body of the email.

2. Copy and paste the certificate into a text file using Vi or Notepad

The text file should look like:

3. Save the file with extansion .cer

Step 2: Download the Symantec Intermediate CA Certificate
1. Download the Intermediate CA certificate from this link: AR657

Select the appropriate Intermediate CA certificate for your SSL Certificate type.
Copy the Intermediate CA certificate and paste it on a Notepad.

2. Save the files as intermediate.cer

Step 3: Install the SSL Certificate

1. Choose Administration > System > Certificates.

2. From the Certificate Operations navigation pane on the left, click Local Certificates.
NOTE: To import a local certificate to a secondary node, choose Administration >
System > Server Certificate.

3. Choose Add > Import.

4. The Import Local Server Certificate page appears as shown bellow


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=AR657
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Click Browse to choose the certificate file and the private key from the system that is
running your client browser.
If the private key is encrypted, enter the password to decrypt it.
In the Protocol area:
Check the EAP check box to use this certificate for EAP protocols to identify the Cisco
ISE node.
Check the Management Interface check box to use this certificate to authenticate the
web server (GUI).
NOTE: If you check the Management Interface check box, ensure that the CN value in
the Certificate Subject is the fully qualified

domain name (FQDN) of the node. Otherwise, the import process will fail.

In the Override Policy area, check the Replace Certificate check box to replace an
existing certificate with a duplicate certificate.

NOTE: A certificate is considered a duplicate if it has the same subject or issuer and the
same serial number as an existing certificate.

This option updates the content of the certificate, but retains the existing protocol

selections for the certificate.



9. Click Submit to import the local certificate.

NOTE: If you import a local certificate to your primary Cisco ISE node, you must restart

the secondary nodes connected to your primary

Cisco ISE node. To restart the secondary nodes, from the command-line interface (CLI),

enter the following commands:

a. application stop ise

b. application start ise

Step 4: Install the Intermediate CA Certificate

1.
2.

Choose Administration > System > Certificates.

From the Certificate Operations navigation pane on the left, click Certificate Authority

Certificates.

The Certificate Authority Certificates page appears.

Click Add

The Import a new Trusted CA (Certificate Authority) Certificate page appears as shown

bellow
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6. Click Browse to choose the certificate authority certificate from the file system that is
running the client browser.

7. Check the Trust for client with EAP-TLS check box if you want to use this certificate in
the trust list for EAP-TLS protocols.
NOTE: If you check the Trust for client with EAP-TLS check box, ensure that the
keyUsage extension is present and the
keyCertSign bit is set, and the basic constraints extension is present with the CA flag set
to true.

8. Add an optional description.

9. Click Submit to save the certificate authority certificate.
NOTE: If you add a certificate authority certificate to your primary Cisco ISE node, you
must restart the secondary nodes connected to your primary Cisco ISE node.
To restart the secondary nodes, from the command-line interface (CLI), enter the

following commands:

a. application stop ise

b. application start ise

10. Verify the certificate installation uisng the Symantec Installation Checker



https://ssl-tools.verisign.com/#certChecker

Installation Instructions for Cisco ACS 3.2

Step 1: Download the Symantec Intermediate CA Certificate

1.

Download the Intermediate CA certificate.
Select the appropriate Intermediate CA certificate for your SSL Certificate type.
Copy the Intermediate CA certificate and paste it on a Notepad.

Save the file as intermediate.cer

Step 2: Install CA Certificate

1.

In the navigation bar, click System Configuration.

2. Click ACS Certificate Setup.
3.
4. CiscoSecure ACS displays the CA Operations table on the Certification Authorities

Click ACS Certification Authority Setup.

Setup page.

In the CA certificate file box, type the full path and filename for the certificate you want
to use

Locate and import the intermediate.cer

Click Submit.

Step 3: Obtain the SSL Certificate

1.

3.

The Symantec certificate will be sent by email. The certificate is included as an
attachment (Cert.cer) and it is also imbedded in the body of the email.

Copy and paste the certificate into a text file using Vi or Notepad.

The text file should look like:

Save the file with extension .cer



Step 4: Install the SSL Certificate

1.

In the navigation bar, click System Configuration.

2. Click ACS Certificate Setup.
3. Click Install ACS Certificate.
4,
5

CiscoSecure ACS displays the Install ACS Certificate page.

. Select the Read certificate from file option, and then type the full directory

path and filename of the certificate file in the Certificate file box.

In the Private Key file box, type the full directory path and name of the file that
contains the private key.

In the Private Key password box, type the private key password.

Click Submit.

To verify if your certificate is installed correctly, use the Symantec Installation Checker.

Cisco

For more information, see the Cisco Technical Support Center.



https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=AR1692
http://www.cisco.com/en/US/support/index.html

Installation Instructions for Cisco Secure ACS 4.2

Step 1: Obtain the SSL Certificates
1. The Symantec certificate will be sent by email. The certificate is included as an
attachment (Cert.cer) and it is also imbedded in the body of the email.

2. Copy and paste the certificate into a text file using Vi or Notepad

The text file should look like:

3. Save the file with extension .cer

Step 2: Download the Symantec Intermediate CA certificate

1. <ahref=" https://knowledge.symantec.com/support/ssl-certificates-
support/index?page=content&actp=CROSSLINK &id=INFO657>Download
the Intermediate CA certificate from here</a>.
Select the appropriate Intermediate CA certificate for your SSL Certificate type.
Copy the Intermediate CA certificate and paste it on a Notepad

2. Save the file as intermediate.cer

Step 3: Copy the Certificate and the CA Certificate to the ACS host:

1. Create a\certs directory on the ACS server.
2. Open a DOS command window.
3. To create a certificates directory, enter:
mkdir <selected_drive>:\certs
NOTE: Where selected _drive is the currently selected drive.

4. Copy the following files for example to the \certs directory:



ACS-1.nac.cisco.com.cer (server SSL certificate)
ACS-1.PrivateKey.txt (server certificate private key)

ca.nac.cisco.com.cer (CA certificate)

Step 4: Set Up the ACS Certification Authority
1. To set up the ACS certification authority download and install the Symantec Root CA.

2. In the navigation bar, click System Configuration.
The System Configuration page opens.
3. Click ACS Certificate Setup.
The ACS Certificate Setup page opens.
4. Click ACS Certification Authority Setup.
The ACS Certificate Authority page opens as shown below.

ACS Certification Authority Setup

CA Operations "7) ‘

Add new CA certificate to local certificate storage

CA certificate file [\ca.nac.cisco.com.cer

5. Enter the path and filename for the certificate authority and then click Submit.
6. Restart ACS.
To restart ACS, choose System Configuration > Service Control and then

click Restart.

Step 5: Edit the Certificate Trust List
NOTE: After you set up the ACS certification authority, you must add the CA certificate to
the ACS Certificate Trust list.
To add the certificate to the Certificate Trust list:

1. Inthe navigation bar, click System Configuration.

The System Configuration page opens.
2. Choose ACS Certificate Setup > Edit Certificate Trust List.

The Edit Certificate Trust List page opens.


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=SO4785

3. Inthe list of certificates, locate the CA certificate that you installed and check the check
box next to it.

4. Click Submit.
5. Restart ACS. To restart ACS, choose System Configuration > Service Control and then

click Restart.

Step 6: Install the Symantec Intermediate CA Certificate
1. Choose System Configuration > ACS Certificate Setup > ACS Certification
Authority Setup.

The ACS Certification Authority Setup page appears, as shown below.

ACS Certification Authority Setup

CA Operations ‘ ? V‘

Add new CA certificate to local certificate storage
CA certificate file IC:\Certs\ca.ced

2. Inthe CA certificate file box, type the CA certificate location (path and name); for
example: c:\Certs\ca.cer.
3. Click Submit.

Step 7: Install the SSL Certificate

1. In the navigation bar, click System Configuration.

2. The System Configuration page opens.

3. Click ACS Certificate Setup.

4. Click Install ACS Certificate.

5. The Install ACS Certificate page opens, as shown below



10.
11.

12.

13.

Install new certificate

* Read certificate from file

Certificate file IC:\Certs\server.cer

" Use certificate from storage

Certificate CN |

Private key file |C: Certs\server.pvk

Private key password |“" il |

Click the Read certificate from file radio button.

In the Certificate file text box, enter the server certificate location (path and name); for
example: c:\Certs\server.cer.

In the Private key file text box, type the server certificate private key location (path and
name); for example: c:\Certs\server.pvk.

In the Private Key password text box, type the private key password; for example
ciscol23.

Click Submit.

ACS displays a message indicating that the certificate has been installed and instructs
you to restart the ACS services.

Restart ACS. To restart ACS, choose System Configuration > Service Control and then
click Restart.

Verify certificate installation using the Symantec Installation Checker.



https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Installation Instructions for Cisco ASA 5000 Series using the

Command Line

Step 1: Download or pick up your SSL Certificate
1. The Symantec certificate will be sent by email. The certificate is included as an
attachment (Cert.cer) and it is also imbedded in the body of the email.

2. Copy and paste the certificate into a text file using Vi or Notepad

The text file should look like:

3. Save the file as SSLCert.txt

Step 2: Download the Symantec Intermediate CA Certificate

1. Download the Intermediate CA certificate for your certificate.
Select the appropriate Intermediate CA certificate for your SSL Certificate type.
Copy the Intermediate CA certificate and paste it on a Notepad.

2. Save the file as intermediate.txt

Step 3: Install Intermediate CA Certificate to your Trustpoint
1. To initiate the prompt to paste-in your Intermediate certificate files, perform the

following command:
ciscoasa(config)#crypto ca authenticate <Trustpoint name>.Trustpoint

2. You are then prompted with:"Enter the base 64 encoded CA certificate. End with the

word "quit" on a line by itself".



3. Open the intermediate.txt, copy the entire content and paste this information in the
command line

4. Make sure to include the "BEGIN CERTIFICATE" and "END CERTIFICATE" header
and footer.

For Example

Enter the base 64 encoded certificate.

End with the word "quit” on a line by itself

MIIEODCCBDmMgAWIBAgIQJQz0o4DBhLp8rifcFTXz4/TANBgkghkiGOWOBAQUFAD
Bf
MQswCQYDVQQGEwWJVUzEXMBUGA1UEChMOVmVyaVNpZ24slEIuYy4xNzA1B
gNVBAST
LkNsYXNzIDMgUHVibGljIFByaW1hcnkgQ2VydGImaWNhdGlvbiBBdXRob3JpdHk
w
HhcNMDYXMTA4MDAWMDAWWhcNMJEXMTA3MjM10TUSWjCBYJELMAKGA1
UEBhMCVVMXx
FzAVBgNVBAOTDIZIcmITaWduLCBIbmMuMR8WHQYDVQQLEXZWZXJpU2InbiB
UcnVz
dCBOZXR3b3JrMTowOAYDVQQLEzE0YykgMjAWNIBWZXJpU2InbiwgSW5jLiAt!
EZv
ciBhdXRob3JpemVKkIHVzZSBvbmx5MUUwQwYDVQQDEzxWZXJpU2InbiBDbGFzc
YAz

IFB1YmxpYyBQcmltYXJI51IENIcnRpZmljY XRpb24gQXV0aG9yaXR51CO0gRzUwggEI
MAOGCSqGSIb3DQEBAQUAA4IBDWAWQEKAOCIBAQCVIAgIKXolnmAMqudLOO0
7cfLw8
RRy7K+D+KQL5VwijZIUVJ/XxrcgxiV0i6CqgpkKzj/i5VbextOuz/09+B1fs70Pb
ZmIVYc9gDaTY3vjgw2lIPVQT6E0nKWYVSFJuUrjxuf6/WhkclzSdhDY 2pSS9KPEHBR
TdGJaXvHcPaz3BJ023tdS1bTIr8Vd6GwIKII8g8ckmcY5fQGBO+QueQASNO6tRN/
ArrOPO7qi+s3i+z016zy9vA9r911kTMZHRXAY3QKGSGT2RT+rCpSx4/VBENKjWNH
iDxpg8v+R70rfk/Fla40ndTRQ8BNc+MUCH71P59zuDMKz10/NleWiu5T6CUVAgMB
AAGjggGbMIIBIzZAPBgNVHRMBATSEBTADAQH/MDEGA1UdHWQgMCgwlgAkoC



KGIGhO
dHAGLy9jcmwudmVyaXNpZ24uY29tL3BjYTMuY3JsMA4GA1UdDWEB/WQEAwIB
BjA9

BgNVHSAENjAOMDIGBFUdIAAWKjA0BggrBgEFBQCCARY caHROCHM6Ly93d3cu
dmVy
aXNpZ24uY29tL2NwczAdBgNVHQ4EFgQUINIp8LA7LvWMANzQzn6Aq8zMTMwhb
QYI
KwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaW1hzZ2UvZ2ImMCEwHzAHBgUr
DgMCGgQU

J+XTGoasjY5rw8+AatRIGCx7GS4wJRY jaHROcDovL2xvZ28udmVyaXNpZ24uY 29t
L.3ZzbG9nby5naWYwWNAY IKwY BBQUHAQEEKDAMMCQGCCsGAQUFBzABhhho
dHRwOQI8v

b2NzcC522XJpc2Inbi5jb20wPgYDVROIBDcwWNQY IKwYBBQUHAWEGCCsGAQUF
BwMC
BggrBgEFBQCDAWYJYIZIAYb4QgQBBgpghkgBhvhFAQEBMAOGCSqGSIh3DQEB
BQUA
A4GBABMC3fjohgDyWvj4lAXZiGIHzs73Tvm7WaGY5eE43U68ZhjTresY8g3JbT5K
ICDDPLQ9ZVTGr0SzEKOsaz6riwe2ulFjxfleLuUgZ87NMwwqgl4lWAyMfs7700ghZ
tOXFNfeKW/9mz1Cvxm1XjRI4t7miOVTqH5pLr7rijhJ+xr3/

Manually pasted certificate into CLI.
INFO: Certificate has the following attributes:
Fingerprint: 32 f3 08 82 62 2b 87 cf 88 56 c6 3d b8 73 df 08 53 b4 dd 27

. Once you submit the intermediate c, you will be prompted if you would like to accept the

certificate. You will want to submit "yes":

Do you accept this certificate? [yes/no]: yes

The output will display as follows:

Trustpoint <name of Trustpoint> is a subordinate CA and



holds a non self-signed certificate.

Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

ciscoasa(config-ca-trustpoint)# exit

6. Initiate the Trustpoint to install the secondary intermediate with the following command:

ciscoasa(config)#crypto ca authenticate <Trustpoint name>.Trustpoint

7. You are then prompted with:"Enter the base 64 encoded CA certificate. End with the

word "quit" on a line by itself".

Step 4: Install the SSL Certificate

1. To initiate the prompt to install your new certificate, you will need to run the following

command:

ciscoasa(config)#crypto ca import <Trustpoint name>.Trustpoint certificate

2. You are then prompted with: "Enter the base 64 encoded CA certificate. End with the
word "quit" on a line by itself".

3. Open the file you have created in Step 1,SSLCert.txt, copy the entire contents and paste
this information in the command line

4. Make sure to include the "BEGIN CERTIFICATE" and "END CERTIFICATE" header
and footer.
NOTE: Please do not copy/paste the actual certificate text below. This is just an example

of what the SSL certificate text would look like.

The fully-qualified domain name in the certificate will be: <common name of your
certificate>

Enter the base 64 encoded certificate.



End with the word "quit” on a line by itself

MIIFZJCCBE6gAWIBAgIQMs/oXuu9K14eMGSfOmY jfTANBgkghkiGOWOBAQUFAD
CB
yzZELMAKGA1UEBhMCVVMxFzAVBgNVBAOTDIZIcmITawduLCBJomMuMTAwL
gYDVQQL

EydGb3IgvVGVzdCBQdXJIwb3NIcyBPbmx5LIAgTmM8gY XNzdXJhbmNIcy4xQjBABgN
\Y/

BAsSTOVRIcm1zIGIMIHVzZSBhdCBodHRwczovL3d3dy52ZXJpc2Inbi5jb20vY 3Bz
L3RIc3RjYSA0YYkwWNTEIMCsGALUEAXMkVmVyaVNpZ24gVHIpY WwgU2VjdXJll
FNI
cnZIciBUZXNOIENBMB4XDTA3MDcyNJAWMDAWMFoXDTA3MDgwOTIzNTk10
Vowgbox

CzAJBgNVBAYTAIVTMRcwWFQYDVQQIEW50b3J0aCBDY XJvbGIuYTEQMA4GAL
UEBxXQH
UmFsZWInaDEWMBQGALUEChQNQ2IzY28gU3lzdGViczEOMAWGALUECXQFVF
NXRUIXx

OjA4BgNVBAsSUMVRIcm1zIGImMIHVzZSBhdCB3d3cudmVyaXNpZ24uY 29tL2Nwcy
90

ZXNOY2EgKGMpMDUxHDAaBgNVBAMUE2Npc2NvY XNhMS5jaXNjby5jb20wgZ
8wDQYJ
KoZlhveNAQEBBQADgYO0AMIGJA0GBALS6EvorHHIsIB/VRKaRIJeJKCrQ/9kER2J
Q
9UOKUP3mMVPZItYN63ZxDwACeyNb+lildKUegJWHI0Mz3GHqcgEKKW1EcrO+6aY
1R
laUE8/LIAZbAT70+k/9Z/UR+v532B1nDRwbx1R9ZVhAJzA1hJTXSIEgryosBMMazg
51cLhgSpAgGMBAAGjggHXMI11B0zAJBgNVHRMEAJAAMASGA1UdDWQEAWIFoD
BDBgNV

HRBEPDAG6MDigNgAOhjJodHRwOIi8vU1ZSU2Vjd XJILWNybC52ZXJpc2Inbi5jb20v
U1ZSVHIpYWwyMDA1LMNybDBKBgNVHSAEQzBBMD8GCMCGSAGG+EUBBX
UwMTAvBggr

BgEFBQCCARY jaHROcHMG6LYy93d3cudmVyaXNpZ24uY 29tL2Nwcy90ZXNOY 2EwH
QYD



UmFsZWInaDEWMBQGA1UEChQNQ2IzY28gU3lzdGVtczEOMAWGALUECXQFVF
NXRUIx
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBWEBBGwwajAkBggrBgEFBQcwWAYYYaHR
OcDov

L29jc3AudmVyaXNpZ24uY 29tMEIGCCsGAQUFBzAChjZodHRwQIi8vU1ZSU2VjdX
JI

LWFpYS52ZXJpc2Inbi5jb20vU1ZSVHIpY WwWyMDALLWFpY S5jZXIwbgY IKwYBB
QUH
AQWEY|jBgoV6gXDBaMFgwVhYJaW1lhz2UvZ2ImMCEwWHzAHBgUrDgMCGgQUS?2
usKJYG

DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24uY 29tL3ZzbG9n
bzEuZ2ImMAOGCSqGSIb3DQEBBQUAA4IBAQANYMAGV ThPIyL/9ylDBA8N7/yW3
Ov3
blirHfHJyfPJ1znZQXyXdObpZkuA6Jyu03V2CYNnDomn4xRXQTUDD8q86ZiKyMIj
XM2VCmcHSajmMMRyjpydxfk6CldDMtMGotCavRHDITI2tvwgrBock/v/540021kB
SmLzVV7crlYJEuhgqu3Pz7gNRdA8NOUN6c9sbwQ1BuM99QxzlzdAo89FSewy8MAIY
rtab5F+0iTc5xGy8w7NARAFNgFXihgnLgWTtA35/0Wuy86bjellWbeyqj8ePM9Td
OLdAW6kUU1PNimPttMDhcF7cuevntROksOgQPBPXx5FISgMiUZGrvjus0

INFO: Certificate successfully imported

ciscoasa(config)#

Step 5: Define the Trustpoint that will supply the SSL certificate for the
defined interface.

1. Inorder to use the updated Trustpoint, you will need to run the following commands:

ciscoasa(config)#ssl trust-point <Trustpoint name>.Trustpoint outside

ciscoasa(config)#wr mem

Building configuration...
Cryptochecksum: 694687al f75042af ccc6addf 34d2ch08



8808 bytes copied in 3.630 secs (2936 bytes/sec)
[OK]
ciscoasa(config)#

Step 6: Verify Certificate and Certificate Chain
1. To verify your certificate chain to see all the certificates you have just installed, input the

following command:

ciscoasa(config)#show crypto ca certificates

2. Verify certificate installation using the Symantec Installation Checker.



https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Installation Instructions for Cisco ASA 5510

Step 1: Download the Symantec Root and Intermediate CA Certificate

NOTE: For Cisco ASDM 6.3 and 6.1, you must install the Root and Intermediate CA
Certificates first before generating your RSA key.

1. Click here to download the Symantec Root CA.

2. Click here to download Symantec Intermediate CA certificate.

Select the appropriate Intermediate CA certificate for your SSL Certificate type.

Step 2: Install the Symantec Root CA Certificate

1. Within ASDM, click Configuration > Device Management

2. Click Certificate Management > CA Certificates

3. Click Add

4. Click Paste certificate in PEM Format > paste the root certificate into the text field
5. Click Install Certificate

A dialog box appears that confirms the installation was successful.

Step 3: Install the Symantec Intermediate CA Certificate

1. Within ASDM, click Configuration > Device Management

2. Click Certificate Management > CA Certificates

3. Click Add

4. Click Paste certificate in PEM Format > paste the Intermediate CA certificate into the
text field

5. Click Install Certificate

A dialog box appears that confirms the installation was successful.
Step 4: Obtain the SSL Certificate


https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&id=SO4785&actp=search&viewlocale=en_US
https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&id=INFO657&actp=search&viewlocale=en_US
https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&id=INFO657&actp=search&viewlocale=en_US

1. The Symantec certificate will be sent by email. The certificate is included as an
attachment (Cert.cer) and it is also imbedded
in the body of the email.

2. Copy and paste the certificate into a text file using Vi or a Notepad

The text file should look like:

3. Save the file as SSLcert.pem

Step 5: Install the SSL Certificate

1. Click Configuration > Device Management
. Click Certificate Management > Identity Certificates

2

3. Select the identity certificate you created (The Expiry Date should display Pending)

4. Click Install

5. Click Paste the certificate data in base-64 format > paste the certificate into the text
field

6. Click Install Certificate

A dialog box appears that confirms the installation was successful.

Step 6: Activate the newly installed SSL certificate for use
1. Click Configuration > Device Management

2. Expand Advanced, and then expand SSL Settings

3. Under Certificates, select the interface that is used to termintate WebVPN sessions
4. Click Edit

5. Inthe Certificate drop-down list, choose the certificate that you just installed

6. Click OK



7. Click Apply
8. Your new certificate should now be activated for use with your ASA.

9. Verify your installation with the Symantec Installation Checker.

Installation Instruction for Cisco ASA 5520

Step 1: Obtain Symantec Intermediate CA Certificate

1. Download Symantec Intermediate CA Certificate.
Select the appropriate Intermediate CA certificate for your SSL Certificate type.

2. Save the file as intermediate.cr t

3. Open the Cisco ASDM, then Under the Remote Access VPN window pane, then in

the Configuration tab, expand Certificate Management and click CA Certificates.


https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp
https://knowledge.symantec.com/support/ssl-certificates-support/index?page=content&actp=CROSSLINK&id=INFO657
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4. Click the Add button.

Issued To | Iszsed By I Expiry Date | Associated Trustpoirks Usage [ pea |

Shir Detels I
Feduest TR I
Dislate I

5. Assign a Trustpoint Name to the certificate (e.g. intermediate.crt), And select
the Install from a file: radio button and browse tointermediate.crt. Click Install

Certificate.



B Install Certificate

Truskpoint Mame: [FrimaryIntCh.crt

+ Install From a File: I

" Paste certificate in PEM Farmat:

" lse SCEP:

SCEP LRL: hitp:/f |

Retry Period: IJ minukes

Retry Count: IL'I tUse 0 ko indicate unlimited retries)

More Opkions. .. |

[ Install Certificate |] Zancel | Help |

'

You should then see the Certificate listed with the Trustpoint Name you assigned to it.

Step 2: Install your SSL certificate

1. The Symantec certificate will be sent by email.

2. Copy the certificate imbedded in the body of the email and paste it into a text file using
Vi or Notepad.

Do not use Microsoft Word or other word processing programs that may add characters.

The text file should look like:



[encoded data]

3. To follow the naming convention for Cisco, rename the certificate filename with
the .crt extension.
For example: public.crt

4. Under Remote Access VPN, expand Certificate Management > Identity Certificates.

Select the identity you created for the CSR with the Expiry Date shown as pending and
click Install, select yourdomain_com.crt and click Install Certificate. Once installed

the Expiry Date will no longer show 'Pending.’

Tzsued Ta Tzsued By Exiry Cuha Associsted Truskpoints Lzage Hfudd

g= Install Identity certificate

Identity Certificate

() Paste the certificate data in base-64 Format:

[l Install Certificate I] Zancel | Help |

v

5. The certificate now needs to be enabled. On the lower left, click Advanced > SSL

Settings. Then, select the interface you want SSL enabled for and click Edit.




Device Management

= =~
ig’ Management Access
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E| @ System Image/Configuration
e B Ak Update
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B2 WP Load Balancing
=-§2] Logging
' ~{Zh Logging Setup
-5y E-Mail Setup
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(B Rate Limit
-[E8) Syslog Servers
(B Syslog Setup

-2 SMTP

- [Z] MetFlow

----- Smart Call-Home
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[=-[& Certificate Management
- o fy Identity Certificates
. 8y OB Certificates
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- B DMS

Eli% Adwvanced
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UFL
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- gl IPwE Meighbor Discovery Cache

=] el e
LS50 Settings




Configur atkon > Device Management > Advanced > S50 Settings.

Configure 551 parameters. These paramebers affect both ASDM and S50 VPN acoess,

The S5 version for the securty appliance to negotiabe as a "server™; [Any >
The: 551 version for the security appliance bo negotiabe a5 a “dient™ [ Any -

ndd>> | [ Active Algeeithers [ | moveu
AES126-5HAL -
DES-SHAL e | AES256-THAL EL
MULL-SHA1 30ES-SHAL
RC4-5HAL

Spe&rmwﬁm:,E-:l'r:.r,sl‘n.idhemdhrﬂmﬂerxMMuudui:rfm.Thefaluctcerlﬁcntewlbumdmiﬁufues ok scsocisted with & certficate of their own.

Falback Certiicate: |- More - =]

Irkerface Trustpoiri Load Balancing Trustpoint Edit

6. On the next screen, click the drop-down menu and for Primary Enrolled

Certificate select your certificate then click OK.

g% Select 5SL Certificate

Specify enrolled trustpoints to be used For S5L authentication and YPH load balancing on the DMZE
interface. To enroll a brustpoint, go to Configuration = Features = Device Administration > Certificate

= Enrollment.
Interface: DMz
Primary Enrolled Certificake: -- Maone -- LI

Load Balancing Enrolled Certificate:

D2 v =y, yourdamain, com, ou=IT, o="ourCompany Inc,

K I Zancel | Help |

7. The ADSM will then show your certificate details under trustpoint.

8. To verify if your certificate is installed correctly, use the Symantec Installation Checker.



https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp

Cisco ASA 5520

For more information, see the Cisco Support website.



http://www.cisco.com/cisco/web/support/index.html

