ECTIGO WEB

A simplified web security solution to help safeguard your website
from threats and vulnerabilities!

What is it?

Say goodbye to complexity and
welcome simplicity in setting up 360-degree
online protection for your website!

Sectigo Web Security is a comprehensive and

powerful tool to secure your website.

Enjoy an

and

web security product with all of the features below:
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Detection & Monitoring

Comprehensive automated scans for
any hidden web threats.

Infection Removal
Automated malware removal.

Backup and Restore
Unlimited backups & one-click restore.

Proactive Protection
Web Application Firewall blocks attacks.
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Patching Vulnerabilities
Automated vulnerability patching.

Ensure Website Uptime Globally
Premium Global Anycast DNS

Improved Performance
Global CDN with Lite DDoS protection.

Payment Compliance
Automate, simplify and quickly attain
PCl compliance.

Why use Sectigo Web Security?
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) Automatically identify, patch, ) . . .
. Enjoy enterprise-grade protection at
Protect your website and cleanse, block, and respond to all .
e a fraction of the cost for powerful
your customers from cyber attacks types of attacks and vulnerabilities . . .
. : . website defense using innovative
24/7 365 days! on your websites without needing
: next-gen technology.
any deep cyber expertise.
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ACCURATE SCANS

Receive the most comprehensive protection in the industry with a database of 10M+ threats.

Highlights

Cloud-based technology deploys and protects your site in minutes.

DETAILED REPORTS

Easy to understand reports to help you understand complex security issues in a quick and simple way.

Why use Sectigo ?

o It works with all popular content management systems (CMS): 9 It automatically detects vulnerabilities 24/7 365 days, and

| provides immediate, automated, real-time alerts and results.
‘tA @ e Enjoy optimised outside-in (external) scanning that is fast and
- WORDPRESS b light weight.

Joomlal P s ; . . :

Q It is easy to be configured to work with your website and its
maintenance is simple.
o @ It is able to fully integrate with all Sectigo SSL certificates.
€ Woo m

Drupal” COMMERCE Magento @ Gain access to simplified reports with actions on how to fix

any detected security flaws.

Comprehensive Detection Features:

MALWARE DETECTION VULNERABILITY DETECTION

Monitor your website daily for security vulnerabilities found in Enjoy daily scan which finds malware and links to potentially
the following content management systems (CMS): WordPress, dangerous sites that could harm or damage your website or
Joomla!, Drupal, WooCommerce, Prestashop, and Magento. o | nin | o computer.

10(10)01
NETWORK PORT SCAN el XSS & SQL INJECTION SCAN

Daily scans of your hosting environment to ensure it is Monthly scans of your web hosting environment.
secured properly. Automated alerts break down open ports Checks for vulnerabilities in operating systems and
and how they are being used. application versions.

SPAM & BLACKLISTING MONITORING

Daily scans of your website's IP address and domain name against multiple leading
spam databases. Alerts to “"bad neighbor” blocks, a situation when your website shares
an IP address with another domain sending spam on a shared hosting platform.

Avoid website downtime and data loss by performing continuous site health checks with an always-on
website scanner that discovers any hidden threats.

Summary:

NUMBER OF WEB PAGES 5 VULNERABILITY DETECTION DAILY
MALWARE SCANS DAILY BLACKLIST MONITORING DAILY
COMPREHENSIVE RISK ANALYSIS DAILY SPAM MONITORING DAILY




®

Automated vulnerability patching solution providing
proactive protection.

®

ACCURATE PATCHING

Receive the most comprehensive protection in the industry with a database of 10M+ threats.

Highlights

Cloud-based technology deploys and protects your site in minutes.

DETAILED REPORTS

Easy to understand reports to help you understand complex security issues in a quick and simple way.

Why use Sectigo ?
o It works with all popular content management systems (CMS): 9 It automatically detects vulnerabilities 24/7 365 days and
’, patches them.
‘tA @ e Enjoy optimised outside-in (external) scanning that is fast and
. WORDPRESS (Gl light weight.
Joomlal P . : , . .
Q It is easy to be configured to work with your website and its
maintenance is simple.
o It is able to fully integrate with all Sectigo SSL certificates.
€ woo M ©
Drupal” COMMERCE Magento @ Gain access to simplified reports with actions on how to fix

any detected security flaws.

Comprehensive Patching Features:

CMS CORE FILE PATCHING AUTOMATED PLUGIN PATCHING

Automatic security patches are deployed when new CMS Outdated plugins are common entry points for attackers.
versions are released, allowing for complete full-version updates Automatically patches the most popular WordPress plugins:
according to your schedule. Contact Form 7, Yoast SEO, Jetpack, All-in-one SEO Pack,
Works for Wordpress, Joomla, Drupal TinyMCE, Google XML Sitemaps, WordPress Importer, and
Easy WP SMTP.

AUTOMATED ECOMMERCE PATCHING

Protect your ecommerce assets from cybercriminals by automatically patching security
vulnerabilities found in leading ecommerce platforms including: WooCommerce, Magento,
and Prestashop.

Avoid website downtime due to exploitation of outdated CMS core files, plugins and
ecommerce platforms by attackers.

Summary:

AUTOMATED CMS CORE PATCHING UNLIMITED

AUTOMATED CMS PLUGINS PATCHING L8151\ R§=»)

AUTOMATED CMS THEMES PATCHING g U]\ 5]%|§y=»)
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24/7, 365 days of powerful and automated website
cleaning, malware remediation and vulnerability platform
patching solution.

®

®

COMPLETE CLEANING

Receive the most comprehensive protection in the industry with a database of 10M+ threats.

Highlights

Cloud-based technology deploys and protects your site in minutes.

DETAILED REPORTS

Easy to understand reports to help you understand complex security issues in a quick and simple way.

Why use Sectigo ?

o It works with all popular content management systems (CMS):

¥ o @

It automatically detects and removes malware 24/7 365 days.

Enjoy a comprehensive analysis of your website from the

@0 00

inside-out.
Joormlal WORDPRESS PrestaShop _ <4
: It removes backdoor files, bots and other malicious code.
A Cloud-based and works continuously, with zero worries about
.’ - @ additional load on your server.
Drupal” COMMERCE Magerito

Comprehensive Cleaning Features:

DAILY SCANS AUTOMATIC MALWARE REMOVAL

Sectigo scans websites from the user’s point of view (outside-in) Automatically remove malware with minimal action required
to catch signs of malware before the visitor or search engines do. from you, and without any downtime or disruption in your
website's functionality.

AUTOMATED DATABASE CLEANING CUSTOMISED PROTECTION

Automatically removes malware infections from popular Protection from unauthorized access through database and
database driven-websites such as WordPress, Joomla!, SEO SPAM with blacklist remediation to ensure optimised
or any web applications using a MySQL database. site uptime.

Avoid website downtime by implementing immediate remedy
actions whenever your website is targeted by attackers.

Summary:

UNLIMITED AUTOMATED MALWARE DATABASE SCANS [ L [R1 1§8=0)
UNLIMITED AUTOMATED MALWARE DATABASE CLEANING UL\ [RL 1§1=0)
UNLIMITED MALWARE AND VULNERABILITY REMOVAL SLA JRFa:(o]1]: 1

YES SQL INJECTIONS SCANS 500 PAGES




WEB DNS -

Ensure uptime, to all your worldwide users, with global
Anycast DNS featuring blazing fast resolutions, near real-time
update propagation, and an enterprise security-first posture.

@® Sectigo Web DNS reduces the problems of downtime and performance issues that
might happen during the DNS resolving process, delivering the highest performance
and minimising operational challenges.

® Sectigo's Anycast network infrastructure takes advantage of multiple geographically
dispersed servers to reroute traffic from any PoPs when there are issues that impair
performance.

COMPREHENSIVE DNS SOLUTION

Receive the most comprehensive solution for DNS issues.

Highlights

Cloud-based technology works instantly.

REAL-TIME PROPOGATION

Immediate DNS propogation to increase efficiency.

Why use Sectigo Web DNS?

. It works with all popular content management systems (CMS): . Enjoy speed boost and improved reliability for your website.

t’i @ ’ . Near real-time propagation with network-wide DDoS

protection for your website's guaranteed 100% uptime,

Joomlal’ WORDPRESS PrestaShop as well as automated scaling for it.
. Redundancy and optimisation with infinite routing options
(0 m for your website to be reachable.
o)
Drupal” COMMERCE MGerite

omprehensive DNS Feature

Customised network and computing hardware within every Built in security hardened by platform wide security protects
Point of Presence (PoP) will automatically route to the most all Sectigo Web services by default from Level 3 through 5
optimal DNS server at lightning speeds. DDoS attacks.

Enjoy failover and disaster recovery by rerouting traffic if your Sectigo Web DNS provides IPv6-compliant Recursive DNS for
network infrastructure fails during a disaster. You get intelligent your website.
traffic management and seamless handoffs to minimise, if not

eliminate, bottlenecks and any downtime.

Sectigo Web Anycast DNS is your ticket for speed and reliability! Maximize the speed, minimize downtime and
provide the highest possible SLA for each of your website's global location. Have full redundancy
and reliability without compromising.

Summary:

DMARC RECORD
SPF RECORD
ANALYTICS

SLA

# OF QUERIES / MONTH

DKIM RECORD
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Daily backups and one-click restore allow to never
lose data again when solving any website emergency.

®

BUILT-IN PROTECTION

Advance security, using 256-bit AES encryption to protect your files and database.

Highlights

Cloud-based technology offers multiple options to automatically backup files and databases for your website.

DETAILED REPORTS

Easy to understand reports to help you track initial and daily backups - quick and easy.

Why use Sectigo ?

o It works with all popular content management systems (CMS): Zero installation needed - done via Secure FTP.

¥ o @

Enjoy peace of mind, knowing you are able to one-click
restore a clean working version of your website files.

® ©6 o0

Joormlal WORDPRESS PrestaShop
: Incremental backups to minimise disk space usage, server
costs and backup time.
6” - @ Added security with independent offsite backups.
Drupal” COMMERCE Magerito

Comprehensive Backup and Restore Features:

FILE CHANGE ALERT MONITORING RELIABILITY

Monitors backed up websites for changes daily and proactively Automatically detects databases for popular CMS to
alerts you to any additions, deletions or changes to help identify connect and create backups. Manual configuration is available
unauthorised or unintentional changes. for any other databases if there are connection credentials
and information.

BUILT-IN SECURITY ONE-CLICK DOWNLOAD & RESTORE

Stores backups on Amazon S3 for rock solid reliability and Mistakes happen. One-click restore saves you time and
durability, protected with AES-256 server-side encryption. trouble by getting your website back to where it was before
the issue occurred.

Reduce your website downtime significantly by performing quick restore to the working version
whenever your website faces serious issues, such as code error, hacker attacks or server error.

Summary:

NUMBER OF WEBSITES 1 FILE CHANGE MONITORING YES
BACKUP STORAGE LIMIT 1GB NUMBER OF RESTORES UNLIMITED
AUTO BACKUP DAILY NUMBER OF DATABASE COVERED UNLIMITED
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Secure and speed up how your website delivers content
with an intelligent network of global servers delivering

content at lightning speed.

®

®

BUILT-IN PROTECTION

30+ global PoPs, analyse updated threat intelligence, blocking attacks no matter where they begin.

Highlights

Cloud-based technology quickly deploys and improves performance for your CMS website.

DETAILED REPORTS

Easy to understand reports to help you understand complex traffic patterns - quick and simple.

Why use Sectigo ?

o It works with all popular content management systems (CMS):

o4 W)
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It'increases your website's speed by 50% on average.

Enjoy static content caching, which uses 40-70% less
bandwidth.

It fully secures end-to-end encryption for SSL.

©0 00

Serve high volumes of traffic with zero lag time, which
improves SEO ranking.

Joomlal’ WORDPRESS PrestaShop
o
6’ MMERCE @
Drupol’” g C Magento

Comprehensive Accelerate Features:

INTELLIGENT AND CUSTOMISED CACHING

Intelligent caching policies keep most recently and frequently
requested content available at the edge longer. You can also
finetune how, how long, and even where content is stored.

LITE DDOS PROTECTION
Enjoy a complete Layer 3-4 DDoS Protection to mitigate any
attempts to overwhelm your server with a large volume of traffic,
which causes your server to be overloaded and unavailable.

INSTANT PURGE

Remove content from the cache worldwide at the push of a
button - deleting your content from the CDN is immediately
completed and it is no longer served via Sectigo anywhere.

IMPROVED SEO (TTFB)

Time to First Byte is the time it takes for a visitor to receive the
first byte from a web server when requesting a URL. TTFB is
critical for your website's SEO as it is the key speed metric used
to rank sites competitively. Sectigo Web Accelerate constantly
monitors usage patterns and minimises your TTFB through its
intelligent caching technology.

Accelerate your website load speed greatly with intelligent caching
to reduce load time significantly and improve your website's SEO.

GLOBAL ANYCAST CONTENT DELIVERY
NETWORK (CDN)

BANDWIDTH USAGE / MONTH
NUMBER OF SITES
DYNAMIC AND STATIC CONTENT HANDLING
POPS INCLUDED
PRIVATE SSL

UPLOAD CUSTOM SSL

Summary:
YES SSL TRAFFIC METERING UNLIMITED
DDOS PROTECTION (LAYER 3, 4) YES
100GE CACHE POLICIES HANDLING USER CONTROLLED
! HTTP/2 SUPPORT CONTENT UNLIMITED
YES IPV6 SUPPORT YES
43 ANALYTICS YES
YES
YES
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O Protect your websites, applications, APls and more with
a proactive security measure against the Internet's worst
attacks, infections, vulnerabilities and threats worldwide.

®

®

COMPREHENSIVE PROTECTION

Receive the most comprehensive protection in the industry with a database of 10M+ threats.

Highlights

Cloud-based technology deploys and protects your site in minutes.

DETAILED REPORTS

Easy to understand reports to help you understand complex security issues in a quick and simple way.

Why use Sectigo ?
o It works with all popular content management systems (CMS): 9 It blocks targeted attacks on your website.
t/" @ 9 It prevents search engine blacklisting, zero-day exploits and
‘/; W 4 other website threats.
- ORDPRESS
Joomial Frestashep @ It fully secures end-to-end encryption for SSL.
( e Serve high volumes of traffic with zero lag time, which
® improves SEO ranking.
o) Woo M. : 9
Drupal” COMMERCE Magento @ 1t simplifies PCI Compliance for your website.

Comprehensive Firewall Features:

OWASP TOP TEN PROTECTION BAD BOT PROTECTION

Protect your website against the top ten security threats identified State-of-the-art detection technologies to identify bot traffic
by the Open Web Application Security Project by default. using bot behavioural analysis and IP reputation, including
Continually monitors the threat landscape and updates the WAF device fingerprinting. Protects your website against automated
with the latest threat data, so you don't have to. traffic at a high level of precision and control by differentiating
legitimate visitors and automated malicious visitors.

BACKDOOR ACCESS PROTECTION BRAND REPUTATION MONITORING

Prevents online bad actors' continuous attempts to take control Sectigo Web Firewall blocks attacks seeking to exploit the
of your website by identifying backdoor files and blocking an OWASP Top 10. It includes protection for your website's brand
attacker’s access to them, giving control back to you. reputation, prevent search engine blacklisting and providing a
safe customer experience.

Keep your websites and applications safe from malicious activities and
maintain a clean website, protect against attacks and ensure uptime.

Summary:
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Automate, simplify and quickly attain PCI compliance
using a scalable and non-disruptive solution.

®

(o

COMPREHENSIVE PROTECTION

Receive the most comprehensive protection in the industry with a database of 10M+ threats.

Highlights

Cloud-based technology deploys and protects your site in minutes.

DETAILED REPORTS

Self Managed PCI Scan Portal provides fast & secure scan report identifying and recommending fixes.

Why use Sectigo ?

o It works with all popular content management systems (CMS): Enjoy unlimited PCI scans for your website.

¥ o @

Easy PCI compliance process with less false positives, global
scalability and remediation instructions.

® ©6 o0

. ‘WORDPRESS
| PrestaShop
Joomial Great convenience with full reporting capabilities and a
centralised management.
6” - m Scheduled scans which are disruptive free to monitor your
COMMERCE U website for non PCl-compliance issues.
Drupol’” Magento

Comprehensive PCI Compliance Features:

GUIDED APPROACH SCANNING AND REMEDIATION

Convenient guidance to help you through your website's High accuracy scanning for all your Internet-facing networks
PCl-compliance with tips and a friendly intuitive interface. and systems, which generates easy to use reports and provides
detailed patching instructions for each vulnerability discovered.

FLEXIBLE SCANNING BANDWIDTH AUTOMATED & EASY TO USE REPORTS

You can decide the scanning speed - fast, average or slow - You can use a self-managed PCl scan portal which provides
based on how much load you want on your website. fast & secure scan reports, helping you to identify and
recommend fixes for any security vulnerabilities to
reduce your risks.

Stay one step ahead of PCI Compliance and minimise your resources and efforts needed
to make your website PCI DSS compliant with a complete and streamlined portal.

Summary:

NUMBER OF IPS FOR SCAN 5
PCI SCANS PER QUARTER UNLIMITED
ASV SCAN REPORT INCLUDED YES
PURCHASE ADDITIONAL IPS YES




	product-info-outline-a.pdf
	product-info-outline-b.pdf

